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90	
  aGacks	
  consJtuted	
  a	
  total	
  of	
  35	
  aGack	
  campaigns	
  



CharacterisJcs	
  of	
  AGack	
  Campaigns	
  
Stealthiness	
  

	
  	
  

	
  
• 	
  Point-­‐wise	
  Host	
  detector	
  (0/35)	
  	
  

(On	
  average	
  2	
  aGempts	
  per	
  local	
  machine	
  per	
  hour	
  
	
  
	
  

• 	
  Point-­‐wise	
  Network	
  detector	
  	
  
	
  	
  (31/35	
  –	
  ParJally	
  detectable)	
  

High-­‐rate	
  hourly	
  acJvity	
  in	
  total	
  number	
  of	
  failed	
  aGempts/	
  number	
  
of	
  local	
  hosts	
  contacted	
  

	
  
• 	
  Undetectable	
  by	
  any	
  point-­‐wise	
  detector	
  (4/35)	
  

Two	
  of	
  the	
  campaigns	
  succeeded	
  in	
  breaking-­‐in;	
  one	
  undetected	
  by	
  the	
  site	
  

DETECTION	
  COMPARISON	
  















IP Header Side Channel 
4-bit 

Version 
4-bit 

Header 
Length 

8-bit 
Type of Service 

(TOS) 
16-bit Total Length (Bytes) 

16-bit Identification 
3-bit 
Flags 13-bit Fragment Offset 

8-bit Time to  
Live (TTL) 8-bit Protocol 16-bit Header Checksum 

32-bit Source IP Address 

32-bit Destination IP Address 

Payload 

ID field is 
supposed to be 
unique per IP 
packet. 
 
One easy way to 
do this: increment 
it each time system 
sends a new 
packet. 



SYN-ACK 



SYN-ACK 



SYN-ACK 



SYN-ACK 



SYN-ACK 

Spoofed 



SYN-ACK 



SYN-ACK 



SYN-ACK 

Upon receiving RST, 
Patsy ignores it and does 
nothing, per TCP spec. 



SYN-ACK 



SYN-ACK 



SYN-ACK 



SYN-ACK Spoofed 



SYN-ACK 



SYN-ACK 









10s of seconds later 



1 month later 








