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NEGATIVITY
In academia

Part 1



INDUSTRY:

This can work, let’s use it!

ACADEMIA:

This can fail (I think) …
STRONG REJECT!



Consequence: group-think

● “IDS signatures are stupid”

● “Threat intelligence is useless”

● “Network ML is futile”

● “Dynamic analysis doesn’t work”

● “Only people over 50 study TCP”



Instead: challenge assumptions
● Study solutions assumed to be “done”

○ nmap wasn’t actually that fast

○ TLS implementations, OMFG

● Prove assumptions wrong in certain settings
○ Signatures work great for protocol detection

● Assume cutting edge becomes status quo
○ Thesis tip anno 2003: leverage pervasive virtualization



Consequence: culture of negativity

● Program committees regularly reject 

publishable work

● Junior researchers mistake negativity for 

competence, also fear competition

● Negativity is a career killer for both researchers 

and entrepreneurs



Consequence: shallow knowledge

● “This just got published in ACM OAKNIX!!1!”

● Repeated research is highly valuable
○ We are lousy at providing repeatable results 

(for valid and not so valid reasons)

○ Papers that try to reproduce results are rare



https://www.usenix.org/legacy/events/usenix04/tech/freenix/full_papers/clark/clark.pdf


http://www.it.uu.se/edu/course/homepage/datakom2/vt07/seminars/MANET_Incredibles_MCCR05.pdf


Meanwhile
in a galaxy far, far 

away….



http://journals.plos.org/plosbiology/article?id=10.1371/journal.pbio.2005203






Industry
Academia

Part 2

vs.



Industry Academia

● Engineering

● Product management

● Marketing

● Sales

● Customer success

● Finance

● Grad student, advisor

● Grad student, advisor

● Grad student, advisor

● Grad student, advisor

● Grad student, advisor

● Grad student, advisor



Industry Academia

● Engineering

● Product management

● Marketing

● Sales

● Customer success

● Finance

● Code, experiments

● Project roadmap, collab

● Writing, talks, outreach

● Writing, talks

● Collab, tech support

● Proposals, budgeting



A research group is

a small startup

kind of

,



So what if you

work like one?





Product Project

• Do competitive analysis • Do competitive analysis



“Competitive battle card”



Product Project

• Do competitive analysis • Do competitive analysis 

• Study market size • Consider venues

• Create product roadmap • Create paper roadmap

• Plan / build / test • Hack / experiment / measure

• Release product • Submit paper

• Monitor revenue / success • Keep submitting paper ...

• Post-mortem • Post-mortem



But academia is not 
industry

Thankfully !

,









Serendipity

Crazy risk

Freedom



Industry has data

Academia has cycles



Intern early, intern often

… if for research work, check 
whether you can publish!



Industry Academia

● Engineering

● Product management

● Customer success

● Various dedicated roles

● Grad student, advisor

“The” career in industry does 
not exist — specialize!





Research

Suggestions

Part 3



Topic 1: wasteful data storage

Aspect: data compaction/compression in data lakes





Topic 1: wasteful data storage

Aspect: data compaction/compression in data lakes

❔ How to rank, structure, index, control, expire

✅ Real-world problem

❎ Difficult to access





Topic 1: wasteful data storage

Aspect: efficient storage of network traffic

❔ Structure-aware compression schemes

❔ What would “lossy” mean here?

✅ Real-world problem

✅ Accessible

❎ Perceived as niche problem



Topic 2: corporate networks

❔ Characterize traffic quality, quantity, control

❔ Study locality (physical, data center, on-prem vs cloud)

❔ Revisit assumptions (serverless computing, …)

✅ Under-explored & fascinating

❎ Difficult to access



Topic 3: middle-box-aware crypto

Large organizations won’t give up DPI

❔ How to manage this better than TLS terminators?

❔ What content do you really need?

✅ Immensely relevant

❎ Hugely controversial



Topic 4: holistic security

Real-world security is applied risk management

Security infrastructure automation is all the rage

❔ Which defenses work against which threats

❔ What input do these techniques operate on

✅ Under-explored

❎ Difficult to measure



Additional

advice



Keep it simple.
Just imagine you actually 

need to run that stuff.



If somebody already knows
the answer, it’s not research —

just go ask!

* unless they won’t tell you
* or they lie :)

*



New data is better than a 
new algorithm.

Consider:
● Bro logs
● Datacenter systems work
● Google’s older work on web security
● Research platforms: Netalyzr, Ark, Dasu, Anubis, ...





Stay positive.
 

Think like a startup, but
don’t overdo it.

 

There’s plenty to do.





Thanks to Vern Paxson, Robin Sommer, Johanna Amann, Seth Hall, Eric 

Wolford, Chris Kruegel, Narseo Vallina, Jon Crowcroft, all positivity- 

encouraging PC chairs I’ve served under, the Corelight product team, 

many folks who’ve written industry-vs-academia blog posts, the 

photographers on unsplash.com, Gary Dunaier (aka Thumbs Down Guy), 

the Wooden Beam Guy, the scientist stock models, and many others...


