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The International Computer Science Institute

* Independent, non-profit research lab
* Affiliated with UC Berkeley

* Mission: basic computer science

* 6 groups: AL, multimedia, networking,
research initiatives, speech, vision

* Networking group: measurement, security,
architecture
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n Bot:net

Storm worm 'making millions a day'

Compromised machines sending out highly profitable spam, says IEM security
strategist

Clive Akass, Personal Computer World 11 Feb 2008

The pegme hehind the Stormm
worm are making millions of
pounds a day by using it to
generate revenue, according
to IBM's principal web
security strategist.

Joshua Corman, of IBEM
Internet Security Systems,
said that in the past it had
been assumed that web
security attacks were
essential ego driven.
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Part 1
Spam conversion rates



The Storm botnet
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Spamming procedure

Hosted infrastructure

Infected machines
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Spamming procedure

Hosted infrastructure

Infected machines




Spamming procedure
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Wait a minute, no crypto!
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We can ... change instructions.
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Idea

Infiltrate middle tier of botnet

Rewrite existing spamming instructions
Send customers to our own servers
Measure traffic along the way



Received: (gmail 3871 invoked from network); Tue, 15 Jan 2008
08:26:26
Received: from unknown (HELO gug) (211.219.143.28)

by ukdewkg with SMTP; Tue, 15 Jan 2008 08:26:26 -0800
Message-ID: <478CDEB2.4000300@ot2sen.dk>
Date: Tue, 15 Jan 2008 08:26:26 -0800
From: <slbc@ot2sen.dk>
User-Agent: Thunderbird 2.0.0.6 (Windows/20070728)
MIME-Version: 1.0
To: davidtyler@aureate.com
Subject: Results proved by thousands of men!
Content-Type: text/plain; charset=IS0-8859-1; format=flowed
Content-Transfer-Encoding: 7bit

Trustworthy way to fight failures!
http://canadianpharmacyproducts.com



Received: (gmail 3871 invoked from network); Tue, 15 Jan 2008
08:26:26
Received: from unknown (HELO gug) (211.219.143.28)

by ukdewkg with SMTP; Tue, 15 Jan 2008 08:26:26 -0800
Message-ID: <478CDEB2.4000300@ot2sen.dk>
Date: Tue, 15 Jan 2008 08:26:26 -0800
From: <slbc@ot2sen.dk>
User-Agent: Thunderbird 2.0.0.6 (Windows/20070728)
MIME-Version: 1.0
To: davidtyler@aureate.com
Subject: Results proved by thousands of men!
Content-Type: text/plain; charset=IS0-8859-1; format=flowed
Content-Transfer-Encoding: 7bit

Trustworthy way to fight failures!
http://murmuraverse.com/prod=gdylgwbohuCdxuhdwhlfrp
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Campaign volumes

CAMPAIGN DATES WORKERS E-MAILS
Pharmacy | Mar 21 — Apr 15 31,348 | 347,590,389
Postcard Mar 9 — Mar 15 17,639 83,665,479
April Fool | Mar 31 — Apr 2 3,678 38,651,124
Total 469,906,992
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targeted
addresses

STAGE

Conversion rates

PHARMACY

POSTCARD

APRIL FOOL

A — Spam Targets

347,590,389 100%

83,655,479 100%

40,135,487

100%



Conversion rates

targeted
addresses

email not
delivered
STAGE PHARMACY POSTCARD APRIL FOOL
A — Spam Targets 347,590,389 100% 83,655,479 100% 40,135,487 100%
B — MTA Delivery (est.) 82,700,000 23.8% 21,100,000 25.2% 10,100,000 25.2%



Conversion rates

targeted
addresses

email not blocked by
delivered spam filter
STAGE PHARMACY POSTCARD APRIL FooOL
A — Spam Targets 347,590,389 100% 83,655,479 100% 40,135,487 100%
B — MTA Delivery (est.) 82,700,000 23.8% 21,100,000 25.2% 10,100,000 25.2%
C' — Inbox Delivery —_ — - — -




Conversion rates

A B D
w
T O
Sz
9
S
V)
email not blocked by ignored
delivered spam filter by user
STAGE PHARMACY POSTCARD APRIL FooOL
A — Spam Targets 347,590,389 100% 83,655,479 100% 40,135,487 100%
B — MTA Delivery (est.) 82,700,000 23.8% 21,100,000 25.2% 10,100,000 25.2%
C — Inbox Delivery —_ — - — -
D — User Site Visits 10,522 0.00303% 3,827 0.00457% 2,721  0.00680%




Conversion rates
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crawler
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©
email not blocked by ignored user left site
delivered spam filter by user
STAGE PHARMACY POSTCARD APRIL FooOL
A — Spam Targets 347,590,389 100% 83,655,479 100% 40,135,487 100%
B — MTA Delivery (est.) 82,700,000 23.8% 21,100,000 25.2% 10,100,000 25.2%
C — Inbox Delivery —_ — - — -
D — User Site Visits 10,522 0.00303% 3,827 0.00457% 2,721 0.00680%
E — User Conversions 28 0.0000081% 316  0.000378% 225 0.000561%
1in 12.5M 1 in 265K 1in 178K
1in10
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Pharmaceutical revenues

* 28 purchases in 26 days, average price ~$100
* Total: $2,732, $140/day

* But: we interposed only on -~1.5% of workers!
* $9500/day (and 8500 bots per day)
* $3.5M/year

* Storm: service provider or integrated setup?
* Retail price of spam ~$80 per million

* Suggests integrated operation to be profitable

* In fact: 40% commission for botmasters via
affiliate program
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- Partll
Click trajectories
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A purchase



DNS Lookup
(A record)

DNS Lookup
(NS record)

Phammacy Express

reg.ru
Domain Registrar Affiliate Program

VISA Russia Russia

Payment

Spam Message !

:rom: f‘fc?le:gacme%;!erlgaZbank mEdiCShOPnerx +ru
o: recipientéexs |
Subject: VIAGRA @leei'zgﬁi@e DNS Server
R bai .
China

User's Bank
USA

BEST MRICE OMN MET

HTTP GET\

http://mediecshopnerx.ru

medicshopnerx.ru Pharmacy Express

Affiliate Program
Web Proxy/Server
Brazil



Idea

Map technical infrastructure
URL crawling
Map financial infrastructure

Make purchases!
Identify bottlenecks



€ Feed Collection
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Spam Feeds

9 URL Extraction

URL Feeds

.\

Botfarm Spam Feed
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http://pillsale.cn|

€ DNs & Web Crawling
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© DNs & Web Crawling HTTP GET

9 Content Tagging

SBB

Rx Ultimate
Promotion Replica

GlavMed




THEUSDRUGS

9 Content Tagging

Rx
Promotion

@ Selective Purchasing

L
Ultimate
Replica




0 Feed Collection

* Aug 1 -- Oct 31 2010

B
* 6 URL/Spam feeds + our
9 URL Extraction .
\ oo own spam mill

€ DNs & Web Crawling e T AT ¢ 968M URLS

@ _'/--/|°\ * 10% unique
PP L | FOR g o EOR

— * 17M domains

" * 15M URLSs web-crawled
* 100+ Firefoxes

* EC2 and other /24s

* Coverage: 98% of URLSs use
domains we crawled

g
Rx Ultimate
Promotion Replica

@ Selective Purchasing '

* Pharma, replicas, software



Affiliate programs



Pharmacy Express Stud Extreme

ED Express
Online Pharmacy UltimatePharmacy
Stallion DrugRevenue GlavMed ManXtenz
HerbalGrowth

RX Promotion RXPartners o pr o man
30 pharma programs

MaxGentleman 930, feed volume VigREX
EvaPharmacy Stimul-cash  Swiss Apotheke

MAXX Extend s HealthCaresCaniadian Pharmacy

Virility Viagrow 1d Ph
PH Online i N



Ultimate Replica  pistinction Replica

Exquisite Replica  pyjamond Replica

Prestige Replica One Replica
10 replica programs

5% feed volume

. Accessories

Luxury Replica  watch Shop A
Swiss Rep. & Co.
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Purchasing



Purchasing protocol

* Two+ purchases per affiliate program

° 120 attempts, 76 authorizations, 56 settled
° 49 deliveries

* From IP address near delivery address
* Via VISA prepaid cards, friendly issuer
* With unique card per purchase

* To private addresses and PO Box
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< $280 per program

~$5,000 total



Bottlenecks



Registrars

< All pharma, replica, software spam -——>

{58}



Registrars

—Bizcn.com
1 2 3 4 195
NauNet
34% | 43% 52% 61% 97%

_Beijing Innovative
Linkage Technology

* Some concentration in NauNet (Russia)
* Lots of diversity in remaining domains

* Very low switching cost
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DNS & Web hosting

— VLine Telecom

DNS

—Evolva

Web

I
LChinaNet

Even more diversity than with registrars

Again low switching cost
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Merchant banks

St. Kitts & Nevis —

AGBank

DnB NORD —

* Low diversity

* 3 banks cover 95% of spam

* Few banks are willing to work with risky merchants
* High switching cost

* In-person account creation, due diligence

* Multi-day process
161}
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Targeting the bottleneck

* Takedown approach: slow

* Shame merchant banks into dropping merchants
* Activity not always illegal in local country

* Blacklist approach: faster

* Issuing banks refuse to settle certain transactions
* E.g. card-not-present for certain merchant categories
* Quick blacklist update

* Quick merchant bank switch detection
* Precedent in gambling industry (UIGEA)
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Summary

* Click trajectories

* Target weakest link in end-to-end value chain

* ~1B URLs, 45 affiliate programs, 120 purchases

* 3 banks cover 95% of credit card transactions

* Payment processing is a promising bottleneck

* 2 possible intervention strategies

* Encouraging feedback

* From banks and spammers : )
164}



Recent developments

* Continued purchase-driven monitoring

* ~700 orders, ~500 completed, ~30 banks

° Commercial take-downs

* Program reaction: purchase screening, evasions

* Affiliate business severely hurt
* Ground truth

* Database dumps of 2 programs, covering $170M

* Top a

filiates make > $1M / year

* Programs turn 10-20% of revenue into profit
* RXP: $7.8M revenue in 6 months, $1.3M profit
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Thanks!

christian@icir.org
@ckreibich


mailto:christian@icir.org
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